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2017 TECHNOLOGY PERFORMANCE REPORT 

Per RCW 43.105.220, a Technology Performance Report from the Office of the Chief Information Officer 

(OCIO) is to be submitted each biennium. Overall, this report is intended to convey progress made 

towards the technology strategic plan. The RCW contains a number of required elements including: 

¶ !ƴ ŀƴŀƭȅǎƛǎΣ ōŀǎŜŘ ƻƴ ŀƎŜƴŎȅ ǇƻǊǘŦƻƭƛƻǎΣ ƻŦ ǘƘŜ ǎǘŀǘŜΩǎ information technology infrastructure, 

including its value, condition and capacity; 

¶ An evaluation of performance related to information technology; 

¶ An assessment of progress made toward implementing the state strategic technology plan, 

including progress towards electronic access to public information and enabling citizens to 

have two-way access to public records, information , and services; 

¶ An analysis of success or failure, feasibility, progress, costs and timeliness of implementation 

of major IT projects, including but not limited to variance between planned and actual 

scope, schedule budget, performance outcomes and discussion of lessons learned. 

This report incorporates 2013-15 biennial information and provides progress made implementing the 

state strategic information technology plan across two biennia covering the period from July 1, 2013 to 

June 30, 2017. A number of factors contributed to the creation of a report that spans two biennia. The 

report was not prioritized at the end of the 2013-15 Biennium. At that time, the merge of the OCIO with 

the Consolidated Technology Services agency was underway. In addition to the activities related to the 

merge, there were a number of competing areas of focus which stretched already constrained 

resources.   

EXECUTIVE SUMMARY 

file://///filedepot.eclient.wa.lcl/WaTech/OCIO/Biennial%20Reports/IT%20Biennial%20Report/Biennial_Report%2005-16-18.docx%23_Toc514828651
http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.220
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As you will note in throughout the report, there are a number of gap areas where improved business 

processes and data capture, a focus on performance management and/or increased analysis is needed.  

Addressing these gaps will support improvements in day-to-day operations and the quality and coverage 

of future biennial reports.   

Having said that, there was progress made in a number of key strategic areas including major project 

oversight, open data, data center migration, accessibility, mobility and technology business 

management program.  This report provides information on the progress made in these and other areas 

and highlights targeted areas for improvement. 

The OCIO understands the importance and fundamental value of this biennial retrospective and intends 

to submit the report for the current biennium a timely manner. 

INFORMATION TECHNOLOGY STRATEGIC PLAN:  

The Office of the Chief Information Officer (OCIO) serves a unique role in state government that includes 

advising the Governor and Legislature ƻƴ ǘŜŎƘƴƻƭƻƎȅ ǇƻƭƛŎȅ ƛǎǎǳŜǎΣ ŜǎǘŀōƭƛǎƘƛƴƎ ǘƘŜ ǎǘŀǘŜΩǎ ǘŜŎƘƴƻƭƻƎȅ 

strategic direction, and setting enterprise-level technology policy. The OCIO provides information to 

state leaders so that they can make better, more informed decisions. 

With OCIO strategy guidance from 2013-17, the state instituted activities to better address risks and 

enabled progression through the technology strategic plan. The OCIO engages the ǎǘŀǘŜΩǎ technology 

community to understand business direction as input into priorities. The OCIO works closely with the 

Office of Financial Management (OFM) to ensure agency investments fit into the larger enterprise 

technology strategy. During this time, the state technology strategic plan was documented in several 

formats. Despite the format, emphasis was consistent over the years on:  

¶ Securing government services and data through the use of technology  

¶ Consolidating technology and services where appropriate 

¶ Adoption of cloud technologies including platform-as-a-service and software-as-a-service 

¶ Improving accountability and insight into technology investments 

¶ Encouraging state agencies to systematically free up data for public consumption 

¶ Inventory and plan for replacement of critical legacy IT system 

¶ Enabling continuity after a disaster 

¶ Study ways to attract and retain high skilled technology staff in state government 
 

Included is an introduction to a new and improved one-page format of the Information Technology (IT) 

strategic plan for 2017-21.  

INFORMATION TECHNOLOGY PORTFOLIO:  

Since 2013, the state has enhanced and introduced solutions that improved tracking and transparency. 

Increased business intelligence and reporting support a shift towards data-driven decision making. 

Additionally improvements in the Technology Business Management (TBM) program provide an 

opportunity to better model and monitor ongoing IT investment throughout the state. The instituted 

enhancement supported technology assessments related to statewide investment of 

application/software, hardware, network and labor. 

DǊƻǳƴŘŜŘ ƻƴ ŀƎŜƴŎȅ ŘŀǘŀΣ L¢ ǎǇŜƴŘ ΨȅŜŀǊ ƻǾŜǊ ȅŜŀǊΩ ƛƴŎǊŜŀǎŜŘ ŦǊƻƳ ϷмΦм ōƛƭƭƛƻƴ ƛƴ нлмр ǘƻ ϷмΦ5 billion in 

2017 with 52 percent of the investment dedicated to internal and external labor along with 18 percent 
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to central service agencies (i.e. outside services). Hardware and software captured 12 and 7 percent 

respectively with telecom (phones), facilities/power and other miscellaneous investments attracted the 

remaining investment dollars. 

Agencies categorized investments by technology and report the highest percentage attributed to 

applications and end user support. Several percentage points lower was compute, network and IT 

management. The remaining was distributed across security, storage, data center.  

In summary, the largest IT investment in the state is associated with labor in support of agency 

applications. .ŀǎŜŘ ƻƴ ŀƎŜƴŎȅ ǊŜǇƻǊǘŜŘ ŘŀǘŀΣ рф ǇŜǊŎŜƴǘ ƻŦ ǘƘŜ ǎǘŀǘŜΩǎ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ custom in-house 

built.  

From a technology perspective, many state applications have the potential to ŎŀǊǊȅ άǘŜŎƘƴƛŎŀƭ debt.έ 

Technical debt describes the backlog that occurs in technology and application development and 

operations, particularly when agencies think tactically rather than strategically about investments.   

Historically, custom applications lack scalability making upgrades challenging. In many cases, changes to 

custom applications take more time to implement which can be problematic, especially when there is a 

need to change business rules quickly to adapt to fiscal and policy pressures. 

Agencies identified 31 percent of their applications as having legacy traits and deemed mission critical or 

business essential. For reference, an application is determined to be legacy if it does not fully meet 

business needs for one or more of the following reasons: 

¶ The system is not easily updateable due to complicated or unclear code, fragile interfaces or 

lack of useful documentation;   

¶ Maintenance or modification of the system depends on expertise that is hard to find or 

prohibitively expensive;  

¶ The system depends on software no longer supported by the vendor;  

¶ Other risks identified by agencies, such as vendor instability, lack of alignment with enterprise 

ŀǊŎƘƛǘŜŎǘǳǊŜ ƻǊ ƭŀŎƪ ƻŦ άōŜƴŎƘ ǎǘǊŜƴƎǘƘΦέ 

As agencies submit funding requests to acquire new solutions and to modernize current systems, state 

leaders should give consideration to prioritizing replacement of mission/business systems identified as 

legacy applications whenever possible. 

Within the state hardware portfolio, there was continued movement as agencies shifted from physical 

to virtual servers and cloud hosting services. Of note is the recent shift in spend on the type of hardware 

investment. More is now spent on end user hardware (desktop and mobile devices) than on application 

and network. This shift is also reflected in increases in end user support related to the proliferation of 

wireless network access to support a more mobile workforce. This trend will continue as newer 

applications integrate mobility with business systems.  

As agencies adapt service delivery models to include mobility, there will be an increased demand for 

support of end user devices. The shorter lifecycle of mobile equipment will require more frequent 

investment than traditional desktops. Additionally, the continued upsurge in adoption of cloud 

technology and wireless connectivity has potential to increase pressure on the state security and 

network infrastructure during the next biennium.  



Chief Information Officer  IT Biennial Report | FY14 ς FY17 

5 
 

INFORMATION TECHNOLOGY PERFORMANCE:  

Between 2015 and 2017, there was increased emphasis on migration away from agency specific data 

centers to the State Data Center or external cloud environments. Accelerating the decommission of the 

outdated state data center in Office Building 2 (OB2) by three years saved the state over $3 million 

annually in power costs and an estimated $30.8 million in necessary operation upgrades to the OB2 fire 

suppression, electrical and mechanical systems. There was continued movement to get out of agency 

owned/leased data centers by June 30, 2019. As of the end of fiscal year 2017, 19 agencies were actively 

moving through their data center migrations and 26 agencies were completing development of their 

migration plans.  All other agencies report compliance with policy requiring movement from agency 

specific data facilities. 

The OCIO identified key critical success factors that resulted in improvements to major IT projects 

assessment practices. This activity also included work to identify and modify oversight process and 

procedures. These improvements position the state to gather improved project performance metrics in 

2017-19 Biennium. Changes incorporated and showing value include: 

¶ More clearly defined internal protocols that incorporated escalations and interventions through 

the Technology Services Board (TSB).  

¶ Designed and implemented executive training for project sponsors, a key risk area.  

¶ An updated project assessment tool that improves data about project risk areas whether the 

effort is under oversight or not. 

¶ Requirement for a project readiness assessment prior to approval to ensure key risks have been 

proactively addressed. 

¶ A gated approval process to ensure project health prior to moving to the next project stage. 

Related to accessibility, the state continues taking steps to ensure that individuals with disabilities have 

full access to state programs and services. By 2017, the number of organizations who reported having an 

assigned accessibility coordinator increased to 98 percent. Seventy nine (79) percent of these same 

agencies have put an IT accessibility policy in place with the remaining 21 percent attesting to putting a 

policy by June 30, 2018. 

There was an overall decrease in general government IT spending while higher education experienced a 

ƳŀǊƪŜŘ ƛƴŎǊŜŀǎŜ ƛƴ ǎǇŜƴŘ ŀǎ ŀ ǊŜǎǳƭǘ ƻŦ ǘƘŜ ¦ƴƛǾŜǊǎƛǘȅ ƻŦ ²ŀǎƘƛƴƎǘƻƴΩǎ ƛƴǾŜǎǘƳŜƴǘ ƛƴ ŀƴ 9ƴǘŜǊǇǊƛǎŜ 

Resource Planning system modernization project.  

From an IT investment perspective, adoption of a standard technology cost reporting taxonomy has 

enabled Washington to bolster benchmarking capabilities thus allowing state leaders to compare and 

benchmark against peer agencies, government function, other governments and private companies.  

IMPLEMENTING THE STRATEGIC PLAN:  

Regardless of the format, there was continued progress towards achieving the strategic goals and 

priorities.  

In the era of digital government, data protection has become paramount in an attempt to address such 

issues as online privacy protection and identity theft. Virtually every government service now involves 

the collection, processing and storage of citizen data. With growing threats in both volume and 

sophistication to individual privacy, infrastructure stability, and preserving the continuity of commerce 
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in the event of a cyberattack, ǇǊƻǘŜŎǘƛƴƎ ǘƘŜ ǎǘŀǘŜΩǎ ŘƛƎƛǘŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛǎ ōƻǘƘ ŀ ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ ŀƴŘ 

economic priority. Washington State created the Office of Cyber Security (OCS) in 2015 and the Office of 

Privacy and Data Protection in 2016 to address the ongoing threat. OCS respond to increasing threats to 

individual privacy, infrastructure stability and preserving the continued of commerce in the event of a 

cyberattack. The Office of Privacy and Data Protection ensures that state government protects citizen 

privacy.  

Emphasis on security and privacy education helped strengthen the state portfolio. Based on assessment 

responses, state agencies are investing in privacy and security, and continued support of additional 

training on managing and protecting citizen data.  

With citizens consuming data and services at all times of the day from all places in the world from a 

variety of devices, there was intensified emphasis, awareness and activities in support of improving 

access to public information and citizen self-service. As a result, agencies expanded citizen access to 

public information as witnessed by agency plans and increases in datasets posted to the state Open Data 

site, and the Washington State Open Data Bridge. The percent of major agency applications accessible 

and optimized for mobile devices has gained momentum, with agencies reporting increases in overall 

accessibility and citizen self-serve. 

A number of statewide practices were and improved through new or updated state technology policies.  

Policies are a critical component of the enterprise architecture. Policy and standards improve 

accountability by providing guidelines and clear expectations for state agencies, and help the state 

enterprise run more smoothly. New and/or updated policies reflect changes in the industry, the law, 

public expectations and advances in technology. 

Servers have evolved from physical to virtual and that virtual progression is now extended to the cloud. 

Adoption of both private and public cloud Infrastructure as a Service (IaaS) has progressed at a 

measured pace. Software as a Service (SaaS) solutions have proliferated to cover the entire spectrum of 

business needs. The state has federated its enterprise identity management services to deliver a single 

sign-on user experience growing from 16 different SaaS environments in 2013-15 Biennium to over 190 

environments in 2015-17. 

State leaders have increased insight into technology spending.  More questions can be answered quickly 

using data readily available through the TBM program.  With the move to standards taxonomy and 

practices in 2016, the state is a recognized frontrunner in the public sector.  Increasing numbers of state 

agencies now utilize the reporting and analysis capabilities to evaluate and manage spend. 

In 2016, the OCIO reinstituted the collection of a standard set of data about the statewide application 

portfolio.  This data is analyzed in conjunction with spend data to help inform IT strategy moving 

forward. With this additional information, the state has trending information on the number of legacy 

applications in the portfolio as well as modernization efforts completed or in-flight to minimize technical 

debt. Highlighted in this report are 13 major IT modernization projects with estimated budgets totaling 

$84 million and completed prior to the end of 2015-17 Biennium. 

¢ƘŜ ǎǘŀǘŜ ŦŀŎŜǎ ŀ ΨǎƛƭǾŜǊ ǘǎǳƴŀƳƛΩ ŀǎ ǘƘŜ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ǎƪƛƭƭǎ ƻŦ ŀƴ ŀƎƛƴƎ L¢ ǿƻǊƪŦƻǊŎŜ ǿƛƭƭ ōŜ ŜȄƛǘƛƴƎ 

state service in the coming year. As of 2015, nearly 50 percent of ǘƘŜ ǎǘŀǘŜΩǎ technology workforce was 

eligible for retirement within the next five years. As a result, the state CIO prioritized workforce 

https://data.wa.gov/
https://data.wa.gov/
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development and recruitment ǿƛǘƘƛƴ ǘƘŜ ǎǘŀǘŜΩǎ ǎǘǊŀǘŜƎƛŎ Ǉƭŀƴ. One of the results was a partnership with 

hCaΩǎ {ǘŀǘŜ Iuman Resources office and the OCIO collaborating to initiate a job class study for IT 

classifications. The goal of this multi-year statewide job class study is to build a more modern, 

competitive job class structure to attract and retain talent.  This is particularly urgent as the state is in 

competition with some of the biggest brand names in technology in the world including Microsoft, 

Disney, Amazon, etc. Published studies continue to report individuals joining the public workforce simply 

do not want to spend 40+ hours per week using outdated systems, contributing to turnover. This means 

that senior leadership needs to stop viewing technology as simply a cost and instead, think of properly 

managed IT as an investment in its overall vitality.  

MAJOR TECHNOLOGY PROJECTS:  

With a desire to support an evaluation, approval and monitoring process throughout ŀ ǇǊƻƧŜŎǘΩǎ ƭƛŦŜŎȅŎƭŜ 

to ensure the success and transparency of all business-driven major IT investments, the TSB adopted an 

updated Policy 121 IT Investments ς Approval and Oversight.  

The OCIO undertook a significant effort to identify critical project success factors for major projects 

based on lessons learned identified in project wrap up reports, input from firms and individuals who 

provided project quality assurance on many of these projects, and independent market research. 

The resulting changes includes a significant update to the project quality assurance standard, earlier 

visibility to the Technology Services Board of projects, particularly those that are challenged, more 

active follow-up with agencies to ensure critical issues are resolved and the development of a new 

risk/severity assessment tool. 

During the timeframe included in this report, there were a total of 143 major IT projects under OCIO 

oversight, with a budgeted investment of $1.09 billion. Oversight consultants tracked each agency 

project through the project lifecycle routinely providing an independent assessment of the projects 

overall health using these categorizations: 

¶ Green (Low risk - Area requires no action beyond project management tools already in place) 

¶ Yellow (Elevated risk - Area requires assessment and action to address the risk)  

¶ Red (High risk - Area requires immediate action to mitigate risk)  

At project close, the oversight consultants provided a final project evaluation using the same health 

assessment categorization.  The final rating is based on the overall status of the project at its closing. If 

ǘƘŜ ǎŎƻǇŜΣ ǎŎƘŜŘǳƭŜ ƻǊ ōǳŘƎŜǘ ŘƛŦŦŜǊŜŘ ŦǊƻƳ ǘƘŜ ŀǇǇǊƻǾŜŘ ƛƴǾŜǎǘƳŜƴǘ ǇƭŀƴΣ ǘƘŜ ǇǊƻƧŜŎǘΩǎ Ŧƛƴŀƭ ƻǾŜǊŀƭƭ 

assessment changed to yellow or red.  Closing comments reflect the reasoning behind color designation. 

Of the 75 closed projects under OCIO oversight, 75 percent closed in green status, 21 percent in yellow 

and 4 percent in red. Included in the 75, are 40 IT Investment Pool projects.  

This report highlights business outcomes of 14 significant projects and includes a listing of all projects 

completed during the timeframe of this report.   

https://ocio.wa.gov/policy/it-investments-approval-and-oversight-policy
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The OCIO  

The OCIO is legislatively mandated to prepare and lead the implementation of a strategic direction for 

information technology in state government.  The Office is responsible for: 

¶ Providing enterprise architecture for state government 

¶ Supporting standardization and consolidation of technology infrastructure 

¶ Establishing standards and policies for efficient and consistent operations 

¶ Creating and nurturing a cohesive operating technology community 

¶ Providing technology expertise to improve the business of government 

¶ Fostering innovation and experimentation to bring modern capabilities to government  

¶ Educating and informing policy leaders about emerging technology 

¶ Creating technology investment clarity and alignment, while identifying opportunities for 

savings and efficiencies in technology expenditures 

The Technology Services Board (TSB) as described in RCW 43.105.287, provides consultative and other 

support in the creation and realization of the strategic technology vision in a number of ways. The Board 

focuses on information technology (IT) strategic vision and planning, enterprise architecture, policy and 

standards, and major project oversight. Members include legislators, business leaders, agency directors, 

a local government and a labor representative. 

Through the 2013-17 biennia, the state technology strategic plan was captured in multiple formats while 

retaining emphasis on:  

Å Securing Government Services 

Å Consolidating technology and services where appropriate 

Å Adoption of cloud technologies including platform-as-a-service and software-as-a-service 

Å Improving accountability and insight into technology investments 

Å Encouraging state agencies to systematically free up data for public consumption 

Å Inventory and plan for replacement of critical legacy IT system 

Å Enabling continuity after a disaster 

Å Study ways to attract and retain high skilled technology staff in state government 

With continued emphasis on elements from the previous strategic plan, Figure-1 is an updated 2017-21 

Enterprise Technology Strategic Plan published by the OCIO in July 2017.  

SECTION 1: ENTERPRISE INFORMATION TECHNOLOGY STRATEGIC PLAN 

http://app.leg.wa.gov/RCW/default.aspx?cite=43.105.287
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Figure 1 Strategic Plan 2017-2021 

https://ocio.wa.gov/accessible-interactive-enterprise-technology-strategic-plan
https://ocio.wa.gov/accessible-interactive-enterprise-technology-strategic-plan
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Improving Portfolio Management  
Technology Portfolio Management includes the ongoing review and assessment of current and planned 

technology investment to determine health and alignment to the strategic plan and priorities, the 

overall state architecture.  The OCIO has responsibility for the statewide portfolio management program 

and agencies have responsibility for their internal practices.  

Based on analysis during the 2013-15 Biennium, gaps identified in ǘƘŜ ǎǘŀǘŜΩǎ technology portfolio 

profile revealed a low maturity across existing portfolio management practices. In an effort to mature 

the technology portfolio program, in 2015-17 Biennium, the OCIO instituted improvements within the 

Portfolio Management umbrella that improved tracking and transparency. Improvements in business 

intelligence and reporting support the shift towards data-driven decision making. These changes 

position the state to advance the statewide maturity level in future biennia. Portfolio Management 

enhancements include:  

¶ Refining the Enterprise Technology Strategic Plan 

¶ Analysis of new project investments through the IT Project Assessment tool. This tool is used to 

identify major projects requiring OCIO approval and oversight 

¶ Refined processes that support evaluation and assessment of future investments IT Decision 

Packages  

¶ Improved monitoring and tracking of active projects on the IT Project Dashboard 

¶ Increased transparency into statewide IT expenditures and investments through the Technology 

Business Management (TBM) Program  

¶ Implementing annual Application 

Inventory data collection 

Related to management of technology projects, 

the OCIO has established process and procedures 

which agencies follow to develop and implement 

projects within IT portfolios. The IT project 

oversight team evaluate projects to ensure risk 

factors are assessed and achieve desired business 

value. Additionally, each project is evaluated in 

the context of a statewide portfolio of projects to 

validate the projects are strategically aligned with 

ǘƘŜ ǎǘŀǘŜΩǎ ǇǊƛƻǊƛǘƛŜǎΦ As a key change, project 

assessment data is now maintained in a central 

repository and available for analysis. 

For a number of years the OCIO has used a 

multivariate decision-making framework to 

prioritize IT investments for the Governor and the 

Legislature to inform budget building activity. The 

FACTS AT A GLANCE 

WHAT IS UNDER THE PORTFOLIO MANAGEMENT 

UMBRELLA? 

Á Technology Strategic Plan 

Á Business Driven Governance practices 

Á Enterprise Architecture  

Á Evaluation of Proposed Investments  

Á Periodic Health Checks on Current 
Investments  

Á Analysis of Current and Proposed 
Investments  

Á Financial analysis as part of the 
Technology Business Management 
Program 

SECTION 2: INFORMATION TECHNOLOGY PORTFOLIO 

https://ocio.wa.gov/sites/default/files/public/Strategic%20Plan%201%20pager%2020170717.pdf
https://ocio.wa.gov/it-projects/it-project-assessment-tool
http://ocio.wa.gov/news/ocio-decision-package-prioritization-fy18
http://ocio.wa.gov/news/ocio-decision-package-prioritization-fy18
https://waocio.secure.force.com/
http://ocio.wa.gov/programs/technology-business-management-tbm
http://ocio.wa.gov/programs/technology-business-management-tbm
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h/Lh ǿƛƭƭ ŎƻƴǘƛƴǳŜ ǘƻ ǿƻǊƪ ǿƛǘƘ ǘƘŜ DƻǾŜǊƴƻǊΩǎ ƻŦŦƛŎŜ ŀƴŘ ǘƘŜ [ŜƎƛǎƭŀǘǳǊŜ ǘƻ ŜǾŀƭǳŀǘŜ ŀƴŘ Ǌŀƴƪ L¢ 

Decision Packages according to a set of strategic criteria.  

Establishment of the TBM program provides opportunity to better model and monitor ongoing IT 

investments. This has resulted in greater ƛƴǎƛƎƘǘ ƛƴǘƻ ǘƘŜ ǎǘŀǘŜΩǎ ǘŜŎƘƴƻƭƻƎȅ ŜȄǇŜƴŘƛǘǳǊŜǎ.  Based on 

agency maturity, TBM analysis can be used to tie agency service improvements to targeted technology 

investment. For example, the Department of Licensing (DOL) used TBM to support statute fee study 

requiring detail on each component part. With this information, DOL was able to identify the technology 

cost to deliver each license type. Now the department can look for efficiencies in the delivery of various 

licenses to consumers. 

Assessing Value, Condition and Capacity 
Based on agency portfolio information submitted to the OCIO in the 2015-17 Biennium, agencies spent 

over $2.9 billion on labor, hardware, software and other goods to support existing and new technology 

investments as represented in Table-1. ¢ƘŜ ƘƛƎƘŜǎǘ ǇŜǊŎŜƴǘŀƎŜ ƻŦ ǎǇŜƴŘ ƛǎ ǊŜƭŀǘŜŘ ǘƻ ƭŀōƻǊ άƛƴǘŜǊƴŀƭ ŀƴŘ 

external.έ 

Starting in 2016 the OCIO 

requested an inventory of all 

agency applications and 

software to get a better 

understanding ƻŦ ǘƘŜ ǎǘŀǘŜΩǎ 

application portfolio. The 

application inventory request 

was the first time in several 

years that agencies were asked 

to submit a comprehensive list 

of their agency application 

portfolios. This application data 

is available to be used in 

conjunction with financial data. 

Table м όbh¢9Υ άhǳǘǎƛŘŜ {ŜǊǾƛŎŜǎέ Ŏƻƴǘŀƛƴǎ ŀƎŜƴŎȅ ǎǇŜƴŘ ǘƻ ŎŜƴǘǊŀƭ ǎŜǊǾƛŎŜ ŀƎŜƴŎƛŜǎύ 

2016-2017 STATE IT INVESTMENT 

Cost Pool 2016 2017 2016-2017 Total % of Spend 

Internal Labor $546,125,618  $603,515,416  $1,149,641,035  39% 

External Labor $199,193,790  $185,706,560  $384,900,350  13% 

Outside Services $261,370,920  $265,227,419  $526,598,339  18% 

Hardware $170,892,325  $189,613,823  $360,506,148  12% 

Software $99,017,739  $116,420,937  $215,438,675  7% 

Other $71,195,446  $59,418,066  $130,613,512  4% 

Telecom $59,074,968  $50,507,511  $109,582,479  4% 

Facilities & Power $40,540,044  $42,293,730  $82,833,775  3% 

Total  $1,447,410,850  $1,512,703,462  $2,960,114,312  100% 
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Table 2 
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The analysis of application and financial data shown in Table-2 revealed the majority of investments is 

attributed to applications and end user support. 

Application/Software Assessment 
From a technology perspective, applications have the potential to ŎŀǊǊȅ άǘŜŎƘƴƛŎŀƭ ŘŜōǘ.έ Technical debt 

describes the backlog which occurs in technology and application development and operations, 

particularly when agencies think tactically rather than strategically about investments.  

Imagine having a project that has two potential options; one is quick and easy and meets the burning 

need, but will require more modifications and upkeep in the future; the other has better design, but will 

take more time to implement. The quick and easy approach is often the chosen approach. The deferred 

work becomes technical debt. The more times the quick and easy option is chosen, the more the 

technical debt builds up.   

In government, tight business-driven deadlines and funding cycles lead to building on top of existing 

application architecture to enable new capabilities, resulting in a mixture of different changes by 

different people. Over time, these systems become harder to sustain and may need investment or 

replacement. Many of these systems are categorized as legacy applications.  

For the purposes of this report, agencies are asked to assess applications based on four criteria.  

Applications with one or more of the characteristics are considered to be legacy if:  

ω The system is not easily updateable due to complicated or unclear code, fragile interfaces or lack 

of useful documentation;   

ω Maintenance or modification of the system depends on expertise that is hard to find or 

prohibitively expensive;  

ω The system depends on software no longer supported by the vendor;  

ω Other risks are identified by agencies, 

such as vendor instability, lack of 

alignment with enterprise architecture 

ƻǊ ƭŀŎƪ ƻŦ άōŜƴŎƘ ǎǘǊŜƴƎǘƘέ 

Legacy applications are assumed to be carrying 

technical debt and in need of investment to 

fully mitigate the legacy risk.   

Based on agency submittals, the state 2016 

Application Portfolio contains 3,790 

applications.  

Of these applications: 

¶ 31 percent have legacy traits requiring 

remediation or replacement displayed 

in Figure-3.  

¶ Over 59 percent were classified as 

Custom/In-House built as exhibited in 

Figure-4. 

Legacy
1,182
31%

Non Legacy
2,608
69%

APPLICATION LEGACY PROFILE

Figure 3 - Application Legacy Profile 
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¶ Further analysis reveals that 65% of the 

custom developed, legacy applications 

are considered mission critical or 

business essential to the organization.  

This represents significant risk to the 

state. 

Historically, custom applications lack scalability 

making upgrades challenging. In many cases, 

developing or making change to custom 

applications take more time and money to 

implement and tend to be tightly coupled to 

the current business processes at the time of 

development. Custom built applications often 

suffer from a lack of documentation. As 

turnover occurs, the loss of institutional 

knowledge on the software and underlying technology can create significant issues with making even 

simple changes. Lack of investment in keeping underlying technology, such as database management 

systems or operating systems, is a common contributor to technical debt. All of this creates downstream 

problems when there is a need to change business rules quickly to adapt to fiscal, policy, organizational 

or other business pressures. 

When making decisions around portfolio investments, decision makers must balance investments to 

modernize and extend current technology, including addressing legacy application needs, with 

investments in new technology solutions.  When considering new technology investments, decision 

ƳŀƪŜǊǎ ǎƘƻǳƭŘ ŀƭǎƻ ǇǊƛƻǊƛǘƛȊŜ ƛƴǾŜǎǘƳŜƴǘǎ ǘƘŀǘ ǇǊƻƳƻǘŜ ΨŜǾŜǊƎǊŜŜƴΩ όǊƻǳǘƛƴŜƭȅ ǳǇŘŀǘŜŘύ Ǉlatforms, 

solutions and products and enable reuse. Figure-5 compares the funding outcomes of legacy oriented 

funding requests with new technology funding requests. During this period, 13 percent of technology 

modernization requests received partial funding while 61 percent received no funding. 

Figure 4 - Application Development Profile 

Commerical 
Off the Shelf 

(COTS)
27%

Custom/In-
House
59%

Hybrid
5%

Software-as-a 
Service (SaaS)

4%

Unidentified
5%

APPLICATION DEVELOPMENT PROFILE
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Figure 5 - 2017-19 Funding Profile 

Hardware Assessment - Servers 
During the report timeframe, servers evolved from physical to virtual and now to cloud based 

technology. With an eye on cost efficiency, agencies prioritized their server consolidation efforts, first 

through virtualization and subsequently with migration from agency specific data centers or facilities to 

cloud-based services and the state data center. By the end of 2015-17 Biennium, 19 agencies were 

actively moving through their data center migration and 26 agencies were completing development of 

their migration plans. All other agencies report completion of migration activity. 

As a result of the rapid shifting hardware landscape, the OCIO did not ask agencies to submit a copy of 

their hardware inventory during the 

annual certification process. As a 

planned improvement, the OCIO will 

determine key performance measures 

related to hardware in the 2019-21 

Biennium and improve data collection 

as indicated. 

Figure 6 provides information on 

hardware spending by tower. A key 

point is that investment in end user 

hardware (desktop and mobile 

devices) has now surpassed 

investments in hardware supporting 

application and networks.  

With the proliferation of wireless 

network access, more workers are 

 

NOTE: OŦ ǘƘŜ сн L¢ 5ŜŎƛǎƛƻƴ tŀŎƪŀƎŜǎ ǎǳōƳƛǘǘŜŘ ƛƴ ǘƘŜ DƻǾŜǊƴƻǊΩǎ .ǳŘƎŜǘ нлмт-19 and ranked by the 

OCIO, 23 percent had a request to modernize applications identified as legacy in 2016.  
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Figure 6 - Hardware Investment by Technology 



Chief Information Officer  IT Biennial Report | FY14 ς FY17 

15 
 

moving from desktop workstation to mobile devices especially as newer applications integrate mobility 

with business systems. More employees can be productive while traveling from location to location.  

Examples of agencies making investments in end user hardware to support a mobile working 

environment include the Department of Labor and Industries (LNI) and Washington State Patrol (WSP).  

LNI made investment in their electrical inspections program that enable the worker to use mobile 

devices resulting in rapid delivery of inspection results along with increases in inspector productivity. 

While WSPΩǎ investment support the 

mobile office platform to ensure troopers 

have hardware in vehicles that meet 

modern law enforcement standards and 

support access to real time data 

exchanges with communications officers, 

other troopers, licensing, and criminal 

data bases to ensure officer safety.  

When it comes to end user and their 

device(s), it is important to recognize the 

greatest investment is related to internal 

labor. This is highlighted in Figure 7.  

While desktop hardware has an average 

lifespan of 48-60 months, the lifespan of mobile devices is 24-36 months. This may drive increases as 

agencies respond to changes in service delivery and increased demand for mobile devices, investing in 

labor to support the end user will remain the primary investment. 

Network Assessment 
During the 2013-15 Biennium, the suite of enterprise level shared services expanded to include the 

Enterprise Network and Wireless (Wi-Fi as a Service). With adoption of cloud technology, wireless access 

and the convergence of voice and data, during this time, state agencies such as Department of Ecology 

(ECY), Department of Fish and Wildlife (DFW), Department of Natural Resources (DNR), and WSP made 

investment in their agency core networks to support the increased network traffic.  

The continued upsurge in adoption of cloud technology and wireless connectivity will increase pressure 

on the state security and network infrastructure during the next biennium and we foresee investment 

requests to meet demand.  

FTE Labor Assessment 
As noted in Table 1 on page 12, internal and external labor make up 52 percent of the overall IT 

investment. While financial data is available for both internal and on external labor as reflected in Figure 

8, additional data is not available to support deeper analysis on external labor, such as head count.   

Using IT workforce reports we can identify trends over time: 

¶ ¢ƘŜ L¢ ǿƻǊƪŦƻǊŎŜ ŎƻƴǘƛƴǳŜǎ ǘƻ ƳŀƪŜǎ ǳǇ р ǇŜǊŎŜƴǘ ƻŦ ǘƘŜ ǎǘŀǘŜΩǎ ƻǾŜǊŀƭƭ ǿƻǊƪŦƻǊŎŜ.  

¶ Between 2016 to 2017, the IT workforce increased by 3.3 percent to 3,370 FTEs.  
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Other

2017 END USER SUPPORT

Figure 7 - End User Services 
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¶ When assessing the distribution of the IT labor, application support dominates the workforce 

investment trailed by end user support, compute, network and other technologies.  

 

Figure 8 - Labor Investment 

Based on the data, the majority of application IT labor is dedicated to Maintenance & Operations (M&O) 

as shown in Figure 9.  

Attracting and retaining a 

highly skilled IT workforce 

has been a challenge in 

recent years due which 

resulted in an IT workforce 

classification study.  

It remains to be seen the 

impact the IT classification 

study on trends and 

categorization of IT related 

labor will have on the 

workforce.   

!ŘŘƛǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǘƘŜ ŎƭŀǎǎƛŦƛŎŀǘƛƻƴ ǎǘǳŘȅ ƛǎ ŎŀǇǘǳǊŜŘ ƛƴ ǎŜŎǘƛƻƴ п άL¢ wŜŎǊǳitment and 

RetentionΦέ 

In the current and upcoming biennia, the OCIO expects to make incremental progress towards a more 

holistic approach to Technology Portfolio Management. While ongoing emphasis on major projects and 

financial analysis of investments as enabled by the technology business management program will 

continue, other aspects of portfolio management are in need of more focus. Examples include 

development of a cohesive enterprise architecture, improvements technical oversight of proposed 
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investments, improvements assessment of ǘƘŜ ΨǾŀƭǳŜΣ ŎƻƴŘƛǘƛƻƴ ŀƴŘ ŎŀǇŀŎƛǘȅΩ ƻŦ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ 

proactive management of legacy system risks, and improvements in performance management.    

Progress is dependent of availability of appropriate resources, including increased levels of 

appropriately skilled staff and acquisition of better technical tools to support data capture and analysis 

at the state and agency level.    
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Capturing Performance 
There are significant gaps capturing and reporting on performance metrics related to the statewide 

technology portfolio. OCIO lacks the ability to capture IT performance data from agencies and/or link 

performance to technology. OCIO is working to incrementally address this gap. The OCIO will work with 

agencies to develop standards that identify minimum datasets agencies are expected to capture and 

make available. The implementation of One Washington will also improve transparency to technology 

procurements, leading to improved analytics and intelligence. 

The TBM program utilizes standard data elements to support reporting and analysis.  The program 

supports benchmarking of spend.   

The state has measurably increased access to public data through the Open Data Program and increases 

are tracked. 

While major projects are a considerable focus of the OCIO, project information is reported and captured 

inconsistently based on the practice and maturity of the agency. Two gap areas are priorities:  improved 

capture of lessons learned for analysis and redeployment and routine capture of business outcomes 

realized as a result of the technology investment. The OCIO will charter work efforts to improve 

reporting and analysis in these areas. 

Three areas where performance metrics are routinely captured and used are discussed in the sections 

below. Additional information on advancements made in Open Data and privacy can be found in section 

п άLƳǇƭŜƳŜƴǘƛƴƎ the Strategic Plan.έ  

Financial Analysis 
As industry standard taxonomies around technology expenditures have matured and are adopted for 

use in Washington, the state is well positioned to supply improved business intelligence about 

technology spend and performance,  including  benchmarking across t state government, by 

government function, other governments and/or against private sector.  

SECTION 3: INFORMATION TECHNOLOGY PERFORMANCE SECTION 3: INFORMATION TECHNOLOGY PERFORMANCE 
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Between 2015 and 2017, statewide IT expenditures increased 17 percent. As noted in Figure 10, while 

spend decreased in Government Operations, there was a sharp increase in Higher Education 

investments. The growth is attributed to modernization and replacement of Enterprise Resource 

Planning systems in higher education at the University of Washington. Figure 11 shows a corresponding 

upward trend in new IT acquisitions also associated with the higher education project. 

Figure 10 

Figure 11 

Benchmarking Government-to-Government 
The TBM reporting software benchmarking of ²ŀǎƘƛƴƎǘƻƴΩǎ ƛƴǾŜǎǘƳŜƴǘ performance against other 
government and non-profit organizations.  

Completing a government-to-ƎƻǾŜǊƴƳŜƴǘ ŎƻƳǇŀǊƛǎƻƴ ƻŦ ǘƘŜ άL¢ ǎǇŜƴŘ ŀǎ ŀ ǇŜǊŎŜƴǘ ƻŦ ƎƻǾŜǊƴƳŜƴǘ 
operation expense calculations,έ Figure 12 shows 2017 detail where the state of Washington invested 
2.87 percent in IT as compared to an average of 6 percent invested by other North American 
governments and non-profits.  
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We will want to spend the future understanding the basis for the difference. 

Benchmarking Agency-to-Agency 
The agency-to-agency benchmark report in Figure 13 shows the technology investment profile of the 
top 12 agencies reporting IT expenditures.  

²ƛǘƘ ǘƘƛǎ ƛƴŎǊŜŀǎŜŘ ǘǊŀƴǎǇŀǊŜƴŎȅ ƛƴǘƻ L¢ ƛƴǾŜǎǘƳŜƴǘ Řŀǘŀ ŀƴŘ ǊŜǇƻǊǘƛƴƎΣ ŀƎŜƴŎȅ /LhΩǎ ŀǊŜ ƴƻǿ able to 
benchmark against peer agencies, analyze differences and make changes as a result. For example, based 
on agency-to-agency benchmark reports, one agency observed a variance in their security investment, 
which was significantly different from organizations of comparable size and complexity. Armed with this 
data, the agency performed additional analysis and made a business decision to make changes in their 
security program that improved the support model for the agency.  

State of Washington 

Figure 12 - Government-to-Government Benchmark (Rubin Worldwide) 
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Figure 13 - Agency to Agency Benchmarking 

Benchmarking Government-to-Private Sector 
Leveraging benchmark data available through the TBM reporting tool (Apptio), there is the ability to 
access state investment performance against private sector organizations. Figure 13 highlights how state 
spending is higher than average for labor resources and lower than average on software when 
compared to private sector. More analysis will be needed to determine the cause and effect especially 
given the number of custom-built applications in the state portfolio and findings from the IT Class Study. 
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Data Center Migration  
Following the enactment of RCW 43.105.375 ς Use of the State Data Center, progress has been made to 

migrate away from agency specific data facilities.  The outdated state data center in Office Building 2 

(OB2) was decommissioned in 2015.  Equipment migrated to the new, state of the art State Data Center 

(SDC). State agency and WaTech staff worked together to efficiently relocate all equipment, data and 

applications without disrupting state government services. Due to the high level of effort and 

collaboration, the plan to migrate to the SDC and decommission OB2 was accelerated by three years in 

order to save $3 million annually in power costs and an estimated $30.8 million in necessary operational 

upgrades to OB2 fire suppression, electrical and mechanical systems.  

Agencies not in compliance with the statewide technology policy implementing the RCW are required to 

obtain a waiver from the OCIO. Waivers are plans for compliance. In this case, agencies have either 

asked for time to develop migration plans, based on their equipment refresh cycles or other factors or 

are in the process of migrating.  By the end of 2015-17 Biennium, 19 agencies were actively moving 

through their data center migration and 26 agencies were completing development of their migration 

plans. All other agencies report migrations have been completed.  

Tracking the performance of agency migration is monitored by the OCIO on a regular basis and publically 

available at https://ocio.wa.gov/agency-data-center-migrations.   

Portfolio Management Practices Related to Projects 
In the past, major projects were identified by a scoring strategy that gave greater emphasis to 

investments with higher cost and enterprise risk which increased vulnerability to other IT projects that 

State of Washington 

Figure 13 - TBM Industry Benchmark (Apptio Interactive Benchmarking) 

https://app.leg.wa.gov/rcw/default.aspx?cite=43.105.375
https://ocio.wa.gov/agency-data-center-migrations
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would benefit from some degree of oversight. Unless an agency self-assessment identified a project as 

major, the project or investment was not otherwise reported or tracked for analysis.    

With these gaps in mind, the OCIO invested time in analyzing and readjusting the IT project investment 

process to better align practices to expand beyond high cost and enterprise risk.   

Changes include: 

¶ Require a project readiness assessment by independent quality assurance provider ahead of 

OCIO investment plan approval. 

¶ A redesign of the project assessment tool to better identify projects needing oversight. 

¶ Capture of assessment data in a repository allowing for improved analysis.  

¶ Adoption of a gated approval process to ensure project health prior to moving to the next 

project stage. 

¶ In recognition of the key, critical contributions of an engaged executive sponsor in a projects 

eventual success, the OCIO developed and regularly holds executive sponsor training.  

¶ Internal escalation processes, including consultation with the TSB, were identified and 

implemented. This supports earlier interventions on projects that are encountering stress. 

Given the changes in oversight practices that occurred at the end of 2015-17 Biennium, the OCIO 

foresees improved project performance metrics in 2017-19 Biennium.  

Mobile Access to Public information and Services 
With citizens consuming data and services at all times of the day from all places in the world from a 

variety of devices, there was intensified emphasis, awareness and activities in support of improving 

access to public information and citizen self-service. 

Agencies remain committed to providing access to public information and as a result, there was 

expanded citizen access as witnessed by increases in datasets posted to the state Open Data site, and 

the Washington State Open Data Bridge. The percent of major applications accessible and optimized for 

mobile devices has gained movement, with agencies reporting increases in accessibility and citizen self-

serve. 

Agencies that use technology to deliver services to the public are taking into consideration a need to 

make services accessible on all types of devices including tablets, smartphones and operating systems.  
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More agencies employ Responsive Web Design as an approach to permit webpage viewing on mobile 

devices where the webpage can be viewed in the size of the screen or web browsers used for viewing.  

 

Along with mobile enabled websites, agencies have begun to extend Web Responsive Design to their 

applications and services where there is a business case to have it. The percent of major agency 

applications accessible and optimized for mobile devices has gained movement with agencies reporting 

increased accessibility between 2014 and 2017.  

 

Moving forward, agencies report a continued emphasis to provide services in support of increased 

automation, accessibility and Citizen Self-Service while keeping Web Responsive Design in mind. 

Increasing Accessibility for Those with Disabilities 

Washington State is committed to making information technology accessible to all including those with 

disabilities. Agencies are taking steps to ensure people with disabilities have access and use of the same 

services and content that is available to persons without disabilities. By 2017, the number of 

organizations who reported having an assigned accessibility coordinator who is accountable for 

supporting change within the agency increased to 98 percent. To ensure new and existing services and 

technologies are accessible, seventy nine percent of these same agencies have put an IT accessibility 

policy in place with the remaining 21 percent intending to have a policy in place by June 30, 2018. 
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Stepping Through Strategic Plan Progress 
There was continued movement through the state technology strategic plan over the last two biennia. 

This section highlights activities and work efforts taken to support advancement of the state technology 

strategic plan.  

Securing Government Services through Cybersecurity 

As core governmental functions, the state must protect the health and safety of its seven million 

residents, and ensure the economic security of the region. Increasingly, technology is at the center of 

supporting this effort.   

In 2015, the Washington State Office of Cybersecurity (OCS) was created within the Office of the Chief 

Information Officer in response to ever-increasing cybersecurity threats. The office supports both 

proactive and defensive measures to increase the overall security posture of the state. The office 

completes security design reviews of new solutions before implementation. The office and its team of 

cybersecurity experts work 24 hours a day to detect, block and respond to cyberattacks on state 

networks. The office helps prevent and mitigate threats before they can cause significant damage. OCS 

also provides policy and technology leadership for state government, and promotes cooperation and 

coordination between regional and national governments and corporations. 

Creating a modern and responsive approach to address cybersecurity and digital privacy is a top priority 

ŦƻǊ ǘƘŜ ƴŜȄǘ ōƛŜƴƴƛǳƳΦ tǊƻǘŜŎǘƛƴƎ ²ŀǎƘƛƴƎǘƻƴΩǎ ŘƛƎƛǘŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛǎ ōƻǘƘ ŀ ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ ŀƴŘ ŀƴ 

economic priority. OCS has a strong history of partnering with universities, private companies, the public 

sector and cybersecurity professionals to build resiliency. The office will continue working with federal 

partners to build a national model for a coordinated response to cyber threats.  

In recognition of the continued risk posed by cyberattacks, OCS built a framework for cybersecurity with 

the goal of protecting public safety and the continuity 

of commerce. OCS conducts security assessments for 

state agencies to identify security weaknesses, assists 

agency security incident response teams and 

implements statewide security initiatives that 

ŀŎŎŜƭŜǊŀǘŜ ǘƘŜ ǎǘŀǘŜΩǎ ŀōƛƭƛǘȅ ǘƻ ƛŘŜƴǘƛŦȅΣ ǇǊŜǾŜƴǘ ŀƴŘ 

respond to vulnerabilities. These activities 

ǎƛƎƴƛŦƛŎŀƴǘƭȅ ŀŘǾŀƴŎŜ ²ŀǎƘƛƴƎǘƻƴΩǎ ǎŜŎǳǊƛǘȅ ǇƻǎǘǳǊŜ 

and have helped establish an enterprise security 

baseline in areas such as awareness, benchmarking 

and administrative controls.  

Since the inception of OCS in 2015, they have 

provided support in the following areas: 

SECTION 4: IMPLEMENTING THE STRATEGIC PLAN 

WA - OFFICE OF CYBERSECURITY  

6-LAYER SECURITY FRAMEWORK 

Á Government IT Infrastructure 

Á Law enforcement 

Á Critical infrastructure 

Á Emergency response 

Á Economic development 

Á Education and research 
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¶ Conducted 470 security reviews of state systems providing services to state citizens and 

businesses.  

¶ In an effort to prevent and mitigate threats before they cause significant damage, provided over 

1,500 security alerts to agencies during 2015 and 2016.  

The office also works to educate security professionals in the public and private sector with regular 

training sessions and publishing the current Cybersecurity level in Washington State. In addition, OCS 

promotes public awareness by giving talks at schools, providing cybersecurity tips on its website 

(cybersecurity.wa.gov) and holding events. In January 2016, for example, Washington hosted the first 

DƻǾŜǊƴƻǊΩǎ {ǳƳƳƛǘ ƻƴ /ȅōŜǊsecurity and Privacy that brought together government officials, state 

legislators, private sector leaders and academics, all with the common goal of exploring the latest ideas 

for maintaining the virtual and physical systems that enable the continuity of commerce.  

Securing and Protecting Critical Data  

The Office of Privacy and Data Protection was established within the OCIO in early 2016. The mission of 

the office is to ensure that state government protects citizen privacy and to serve as a resource to local 

government and the general public. The office has begun the critical work of identifying privacy best 

practices, organizing people who work on privacy and data through 90 state agencies and programs, and 

is working on initiatives to use technology to solve the difficult problem of how to build new products 

and services with privacy as a priority. 

The office conducted a Privacy Assessment in 2016 to identify privacy and data management practices 

within state government. The assessment revealed that state agencies are investing in privacy and 

security, and they want additional training on managing and protecting citizen data.  

More than 40 agencies and programs have joined a Privacy 

Working Group to coordinate best practices, and the group 

meets quarterly.  

In November 2016, the office made available a beta test of 

Privacy Modeling, a web-based application created to allow 

people to quickly determine whether federal and state privacy 

laws apply to their intended use of citizen data. The tool is 

continuing to be improved through this process and is expected 

to move out of development and into production in 2017.  

Launched in 2016, privacy.wa.gov continues to promote privacy 

tips and tools for consumers, and helps them navigate difficult 

issues, such as online privacy protection and identity theft. 

Virtually every government service now involves the collection, processing and storage of citizen data. In 

the era of digital government, data protection has become paramount. To that end, the Office of Privacy 

and Data Protection will continue to energetically pursue its mission and to work with a variety of 

ǎǘŀƪŜƘƻƭŘŜǊǎ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŀǘ ²ŀǎƘƛƴƎǘƻƴ ŀŘƻǇǘǎ ŀƴŘ ƛƳǇƭŜƳŜƴǘǎ ōŜǎǘ ǇǊŀŎǘƛŎŜǎ ŦƻǊ ǘƘŜ ǎǘŀǘŜΩǎ 

citizens. Improvements to privacy.wa.gov will continue.  

PRIVACY AND DATA PROTECTION 

INITIAL PERFORMANCE MEASURES 

Á Training 

Á Outreach 

Á Coverage 

Á Privacy Modeling 

Á Open Data 

Á Broadband 

https://cybersecurity.wa.gov/threat-level-87909ed4724b
https://cybersecurity.wa.gov/
http://privacy.wa.gov/sites/default/files/public/Documents/Privacy%20Report_2016z.pdf
https://privacy.wa.gov/privacymodeling
http://privacy.wa.gov/
http://privacy.wa.gov/
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Additional information related to the privacy program are published and available in the Evaluating 

Performance of Privacy and Data Protection Report located on the https://privacy.wa.gov website. 

Consolidating Technology Services Where Appropriate  

ESSB5315 was enacted in 2015, this bill created a Consolidated Technology Services agency (commonly 

referred to as WaTech). This new agency builds on the consolidation progress made over the past years 

when five central IT organizations were combined. WaTech operates the state's core technology 

infrastructureτthe central network and data center, and supports enterprise applicationsτand the 

OCIO is charged with setting the technology strategic direction and enterprise architecture for state 

ƎƻǾŜǊƴƳŜƴǘΦ .ƻǘƘ ŀǊŜ ƘŜŀŘŜŘ ōȅ ǘƘŜ ǎǘŀǘŜΩǎ /ƘƛŜŦ LƴŦƻǊƳŀǘƛƻƴ hŦŦƛŎŜǊ ό/LhύΦ 

The model below is a conceptual enterprise technology framework. The model identifies there are a 

variety of ways to deliver technology services along a continuum, with highly centralized services at one 

end and highly decentralized services at the other. There is no one right answer and technology services 

will occupy different places on this spectrum. There is, and should be, ongoing management of the 

tension between the appropriate role of central service providers and separate or unique agency 

services. This may be driven by any number of factors, not the least of which is rapidly changing 

technology.    

 

https://privacy.wa.gov/publications/performance
https://privacy.wa.gov/publications/performance
https://privacy.wa.gov/
http://lawfilesext.leg.wa.gov/biennium/2015-16/Pdf/Bills/Session%20Laws/Senate/5315-S2.SL.pdf?cite=2015%203rd%20sp.s.%20c%201%20§%20604.
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Figure 14 - Technology Strategic Framework 

  

A primary vehicle for guiding centralized and agency service decisions is tƘŜ ǎǘŀǘŜΩǎ enterprise 

architecture.   

Enterprise architecture is a disciplined practice by which the state can evaluate where common 

solutions should exist and/or existing resources can be reused to meet shared business or technology 

needs in order to achieve strategic priorities.  

With an enterprise architecture, the state can also begin changing the conversation from Total Cost of 

Ownership (TCO) on an isolated investment to an enterprise Total Value of Ownership (TVO) philosophy. 

TVO looks beyond cost to identify the business value derived from investment and encompasses 

broader technology benefits, such as standardization, opportunities for reuse and other reductions in 

technical debt.   
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Policies and standards support and reinforce both the strategy and the architecture. They must be 

maintained to provide appropriate guidance and align agency actions and decisions with the enterprise 

strategy. In this way, architecture and policy become a primary lever for modernization and positive 

change, as well as defining statewide standards and supporting guidelines. Since the last biennial report, 

the OCIO hired staff to incrementally develop and document the enterprise technology architecture and 

to support the development of new maintenance of existing technology policies. The policy waiver 

process is a key tool for understanding agency variance from policy. The process is used to ensure steps 

are being taken to help agencies come into compliance and manage risk.    

The OCIO continues to update statewide IT policies with a performance goal that includes 100 percent 

of Statewide IT Policies up to date and not past Sunset Review date by June 2020.  

Using Enterprise Architecture for Consolidating Technology and Services  
Among the key statutory functions of the OCIO is to lead the implementation of a strategic direction and 

enterprise architecture for state government and to establish a statewide enterprise architecture that 

serves as the organizing standard for state agencies.    

To accomplish these functions, the OCIO is provided with several tools. The OCIO is authorized to 

establish policies and standards, create a statewide architecture to guide agency investments, evaluate 

and guide proposed investments from a statewide (as opposed to a siloed agency) perspective and 

establish or designate enterprise services that agencies are expected to use.   

The 2015-17 biennial budget included a proviso requiring the OCIO to create a strategic architecture 

plan for several specified business process areas within the health and human service domain. These 

processes resulted in the development of a 

conceptual architecture for payment 

related processes as well as eligibility 

related processes.   

The conceptual, modular payment 

architecture was used to support decision 

making by Department of Early Learning 

(DEL) and the Department of Social and 

Health Services (DSHS) in determining a 

shared strategic direction for provider time 

and/or attendance tracking and payment. 

The modular approach allowed DEL to isolate attendance tracking needs which are unique to childcare, 

for early attention. This domain strategy will support broader scale strategy to manage or eliminate 

shadow systems or to streamline processing within and outside the domain. A key goal from this work is 

to reduce the amount of manual, paper-based processes associated with payment processing across the 

enterprise in favor of automated processes and electronic payment methods.   

The conceptual architecture for eligibility related activities resulted in the DEL deciding to continue to 

use the existing DSHS solution rather than create a separate solution. A key strategy recommendation is 

the adoption of a client-centered approach rather than a program centered approach to eligibility. This 

shift can enable improved self-service options, better service integration and increased emphasis on 

coordination and collaboration to improve client outcomes in a holistic way. This strategy starts with 

HUMAN SERVICES ENTERPRISE ARCHITECTURE 

POTENTIAL REUSABLE COMPONENTS 

Á Client Portals 

Á Document and/or content management 

Á Rules engines 

Á Correspondence management 

Á Business intelligence 

Á Master data management 

https://ocio.wa.gov/policies
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standardizing business processes and data to the greatest extent possible. The strategy also emphasizes 

horizontal integration of the program and promotes solution components that support reuse across 

programs and across agencies. A key opportunity to refine and deploy the strategies in this area will 

occur in conjunction with efforts to modernize the Automated Client Eligibility System (ACES) and 

related solutions. 

An additional enterprise architecture activity starting in April 2017, include the administrative and 

financial system review process which promotes reuse and minimize additional shadow or similar 

systems that will be replaced by One Washington.   

Consolidated Technology and Services Architecture Underway 

With OCIO responsible for developing the strategic direction, work is underway to opportunistically 

ŘŜǾŜƭƻǇ ǘƘŜ ǎǘŀǘŜΩǎ ǘŜŎƘƴƻƭƻƎȅ ŀǊŎƘƛǘŜŎǘǳǊŜ ǿƘƛŎƘ ƛƴŎƭǳŘŜǎ increased partnerships with agencies to 

identify where reuse, shared services or enterprise activities are recommended. What makes 

²ŀǎƘƛƴƎǘƻƴΩǎ ŀǇǇǊƻŀŎƘ ǳƴƛǉǳŜ ƛǎ ƛǘǎ ŦƻŎǳǎ ƻƴ ǎŜŎtor-specific services and increased data sharing within 

sectors. This approach allows the state to address topics immediately relevant to state agencies. Efforts 

underway or recommended include: 

¶ Developing a shared statewide 

strategy to complete migration to 

Internet Protocol version 6 (IPv6) by 

2025. 

¶ Adopting a single tenant strategy for 

the use of Office 365 and related 

cloud-based products and 

technologies. The core of this strategy 

is the recognition of the importance of 

a single identity store for internal users 

ς the Enterprise Active Directory. As 

technology matures and adapts, the 

ƴŜŜŘ ŦƻǊ ŀ ΨǎƛƴƎƭŜ ǎƻǳǊŎŜ ƻŦ ǘǊǳǘƘΩ ŦƻǊ 

internal users will remain a key core part of the strategy.    

¶ Developing a strategy and roadmap around management of common core person data as an 

enterprise asset. 

¶ Developing a shared conceptual integration/interoperability architecture for state agencies.  

¶ Developing a shared conceptual identity management architecture for state agencies (internal 

and external). 

¶ Creating a review and approval process for administrative and financial systems. This effort is 

largely in support of the One Washington Program to develop processes to routinely evaluate 

existing and proposed systems with a goal of minimizing the number of shadow systems over 

time.  

¶ Engaging in a strategy to converge statewide data, voice and video networks into a single IP 

infrastructure. 

Consolidated Technology and Services In Use  

OFFICE 365 ADOPTION 

STATEWIDE CHANGES 

X Movement of Office Professional software 

licenses to an Office 365 subscription 

X Email, Skype and SharePoint continue as 

statewide shared service after migration to 

O365 platform 

X Hybrid integration of cloud and on-premise 

services to retain authority identity 

X {ǘŀǘŜΩǎ ŎŜƴǘǊŀƭ L¢ ƻǊƎŀƴƛȊŀǘƛƻƴ ǘƻ ŀŘƳƛƴƛǎǘŜǊ 

single enterprise tenant 



Chief Information Officer  IT Biennial Report | FY14 ς FY17 

31 
 

Use of shared services provides an opportunity to combine resources and systems to improve cost 

effectiveness of delivery to customers. During the 2013-15 Biennium, the suite of enterprise level shared 

services expanded to include the Enterprise Network, State Data Center and Wireless (Wi-Fi as a 

Service).  

Telephony continued as a statewide shared service 

and supports both digital and Voice over Internet 

Protocol (VoIP) services. Over the 2017-19 Biennium, 

telephony services will continue to evolve towards 100 

percent VoIP. 

The state prioritized its plan to consolidate data center 

and compute operations as noted in the Washington 

State Data Center Update 2017. Consolidation efforts 

are managed through the waiver process, where the 

άǿŀƛǾŜǊέ ǎŜǊǾŜǎ ŀǎ ǘƘŜ ŀƎŜƴŎȅΩǎ Ǉƭŀƴ ŀƴŘ ŎƻƳƳƛǘƳŜƴǘ 

to migrate, and ensures agencies are in compliance 

with state policies. Though agencies are required to 

migrate, waivers allow agencies to negotiate 

additional time to develop their migration strategy, 

based on agency circumstance, and weigh the 

schedule against other agency priorities. OCIO 

publishes agency migration progress at OCIO Dashboard - Agency Data Center Migrations. 

Adoption of Cloud Technologies  
Servers have evolved from physical to virtual and now to cloud environments. 

 Implemented within the State Data Center in 2016, ǘƘŜ ǎǘŀǘŜΩǎ Private Cloud 2.0 provides enhanced 

ƭƻŀŘ ōŀƭŀƴŎƛƴƎΣ ǊŜǇƭƛŎŀǘƛƻƴ ŀƴŘ ǊŜŎƻǾŜǊȅ ǎŜǊǾƛŎŜǎΦ ¢ƘŜ ²ŀǎƘƛƴƎǘƻƴ {ǘŀǘŜ /LhΩǎ ǊŜŎƻƳƳŜƴŘŜŘ ŘƛǊŜŎǘƛƻƴ 

ƛǎΣ άǘƘƛƴƪ ŎƭƻǳŘ ŦƛǊǎǘΣέ ōut cloud first does not mean cloud only. When analyzing business and technical 

requirements, public, private and hybrid cloud solutions are considered before traditional IT platforms. 

Custom, one-off solutions are generally the least desirable. 

Software as a Service (SaaS) solutions and associated 

environments have proliferated to cover the entire 

spectrum of business needs. The state has federated 

enterprise identity management services using Active 

Directory Federated Services (ADFS) to deliver a single 

sign-on user experience to different SaaS vendors as 

demonstrated in Figure 15.  

Adoption of both private and public cloud Infrastructure 

as a Service (IaaS) has progressed at a measured pace. 

Some smaller agencies, the Utilities and Transportation 

Commission, for example, have moved their entire data 

ŎŜƴǘŜǊ ƛƴǘƻ ǘƘŜ ǎǘŀǘŜΩǎ ǇǊƛǾŀǘŜ ŎƭƻǳŘΣ ƛƳǇǊƻǾƛƴƎ ŀƎƛƭƛǘȅ ŀƴŘ 

resilience and reducing overhead costs. Some larger 

FACTS AT A GLANCE  
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https://ocio.wa.gov/sites/default/files/public/About/Reports/SDC_Plan_Update_Final.pdf
https://ocio.wa.gov/sites/default/files/public/About/Reports/SDC_Plan_Update_Final.pdf
https://ocio.wa.gov/agency-data-center-migrations


Chief Information Officer  IT Biennial Report | FY14 ς FY17 

32 
 

agencies use public cloud services to increase data center capacity. For example, the Department of 

Transportation uses public cloud servers to deliver traffic video during times of inclement weather when 

demand is unusually high. At least one public health agency is planning to move a significant portion of 

their data center to a secured public cloud environment and to use public cloud resources for a big data 

project. 

With the current need to modernize and mobilize state systems, the overall cloud adoption rates are 

expected to accelerate in the next two years as the state builds a hybrid cloud environment. Private 

network connections, security and identity services will be extended to leading public cloud providers, 

creating high-performance access to secured virtual private clouds, integrated with on-premises 

services.  

Improving Accountability and Insight into Technology Investments through Statewide Policy  

The OCIO helps advance statewide best practices in part by setting and updating state technology 

policies, a critical component of the enterprise architecture. Standard polices improve accountability by 

providing guidelines and expectations for state agencies, and help the state enterprise run more 

smoothly. New and/or updated policies reflect changes in the industry, the law, public expectations and 

advances in technology. Key policies adopted over the past biennium include: 

ω Business Application/System Governance. This policy was implemented to support Governor's 

Directive 16-01: Providing Accountability for State Systems Responsible for Critical Functionality. 

This policy requires that all business IT systems are to have accountable business owners and 

governance processes that support identification and prioritization of business needs. This 

ŘƛǊŜŎǘƛǾŜ ǿŀǎ ŘŜǾŜƭƻǇŜŘ ƛƴ ŎƻƭƭŀōƻǊŀǘƛƻƴ ōŜǘǿŜŜƴ ǘƘŜ h/Lh ŀƴŘ ǘƘŜ DƻǾŜǊƴƻǊΩǎ ƻŦŦƛŎŜΦ 

ω PC Procurement Policy. Provides agencies guidance on defining a strategy to buy/lease desktops 

and laptops in a prudent, defendable way. 

ω Commonly Used Software Retirement. Defines requirement for agencies to retire specific 

software in a timely fashion and establishes advocacy and communication roles for state CIO to 

support agency needs. 

ω Project Quality Assurance Policy. Based on input from Quality Assurance (QA) partners and 

agency representatives, this major refresh provides standard expectations and minimum 

requirements for how project QA is conducted, stresses the need for independent QA and 

highlights the need for close relationship between the project governance entities and QA. 

ω Technology Business Management Policy and Supporting Taxonomy Standards. Creates a 

standard taxonomy for monitoring and reporting technology spend. This uniform approach 

ensures that spend data can be reported with integrity, supports decision-making and enables 

reporting of IT value to agency business. 

ω Data Center Investments. As part of statewide strategy to reduce redundant data center costs, 

this policy confirms for agencies that added investments in agency-specific data centers are not 

allowed. Agencies not in compliance were required to obtain waivers outlining compliance 

plans.  

ω Open Data. Requires agencies to create/maintain an open data plan and to periodically report 

progress against the plan. This policy has increased awareness and accountability.  

http://www.governor.wa.gov/sites/default/files/directive/Dir_16-01.pdf
http://www.governor.wa.gov/sites/default/files/directive/Dir_16-01.pdf
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ω IT Security Incident Communication. Ensures that the scope and impact of state government IT 

security incidents are properly evaluated and mitigated, and that communication regarding 

incidents is contained so that vulnerabilities are not exposed to adversarial parties. In addition, 

this policy is intended to ensure that a coordinated, centralized approach is used to determine 

how and when to communicate notification of an incident within the state and when required 

by state law.  

ω Establishing Enterprise Services. Provides the CIO a mechanism to recognize standard business 

processes that should be supported by shared or common technology. 

ω Accessibility. Documents expectations for state agencies that people with disabilities have 

access to and use of information and data, and be provided access to the same services and 

content that is available to persons without disabilities unless providing direct access is not 

possible due to technical or legal limitations. 

In addition to these new policies, the OCIO began the process of sunset reviewing existing policies.  

These actions included refresh of existing policies/standards where appropriate, and rescinding policies 

that served no useful purpose. The process will continue into the upcoming biennium with a goal of 

keeping all policies and standards in a current state by the 2019-21 Biennium.   

Improving Accountability and Insight into Technology Investments  
Improvements in the TBM program resulted in advancements that better model and monitor ongoing IT 

investment throughout the state. The program encourages collaboration among technology, business 

and financial decision makers in each agency τ and across agencies τ by collecting data about IT 

resources and reporting that data in multiple ways. Outcomes include better statewide IT management 

policies, guidelines related to technology spending and more consistent, defined, and consolidated IT 

cost standards.  

State leaders now have insight into technology spending across the state and have the ability to answer 

questions using data captured in the program, rather than having to engage in the lengthy, inefficient 

process of having agencies respond to IT surveys. Reporting information from the program is available to 

state leaders during budget development. 

With the move to standards taxonomy and practices in 2016, the state is a recognized frontrunner in the 

public sector and state agencies now embrace the reporting functionality resulting in improved 

governance, optimization, and opportunities for cost control.  

Encouraging State Agencies to Free up Public Data  
At the same time that citizen privacy must be protected, appropriate government data should be 

accessible. Part of the challenge in the area of open data is determining what data should be made 

publicly available.  

By statue RCW 43.105.342, state agencies are to set priorities for making public records widely available 

electronically to the public. As of 2017, the state is on track with increasing the number of agencies 

reporting sustainable progress to open datasets. 

¶ Twelve agencies appointed individuals charged with overseeing and reporting on open data. 

¶ Fifteen agencies are in the process of assembling an inventory of their data assets which helps 

identify what data is publishable and how to make that data available. 
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¶ The OCIO Decision Package Prioritization Criteria process included an open data assessment. In 

нлмрΣ ŦƛǾŜ ǇǊƻƧŜŎǘ ǇǊƻǇƻǎŀƭǎ ǘƘŀǘ ǎŎƻǊŜŘ ǿŜƭƭ ƻƴ ƻǇŜƴ Řŀǘŀ ǿŜǊŜ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ DƻǾŜǊƴƻǊΩǎ 

budget, and in 2016, sixteen projects included an open data component. 

¶ The Open Data program held an internship program in partnership with local businesses and 

institutions to raise awareness and use of data visualization tools and techniques within 

agencies.  

¢ƘŜ h/Lh ƳƻƴƛǘƻǊǎ ŀƴŘ ǇǳōƭƛǎƘŜǎ ǘƘŜ ǎǘŀǘŜΩǎ ƻǇŜƴ Řŀǘŀ ǇǊƻƎǊŜǎǎ ǿƛǘƘ ǘƘŜ ǊŜǎǳƭǘǎ ŀǾŀƛƭŀōƭŜ ŦƻǊ ǇǳōƭƛŎ 

consumption at the following websites located on Results Washington: 

Open Data Compliance (Identifies agency open data plans received by OCIO) 

Open Data Planning (Annual tracking of agencies open data progress)  

Open Data Maturity (Reports on agencies open data maturity progress) 

Public Access to Geographic Data and Technologies 

Geographic data and technologies provide public policymakers and citizens with the tools to understand 

and solve complex environmental, land use and societal issues. The Geospatial Program Office helps 

mature the value of Location Based Services and Geographic Information Systems (GIS) technology in 

the state. When the state Legislature requested a project that would aggregate trails data in 

Washington, it was determined an aggregated trails database would allow citizens to view the trails and 

trailhead features for all federal, state, local and other Washington trails. This request included 

challenges regarding cost and acquisition of data from over 20 organizations across the state. Despite 

the challenges, the Washington State Trails Database became available in 2015 by using a group of 

volunteers, leveraging new cloud-based collaborative tools, to expand, accelerate and standardize the 

collection effort. 

The resulting database represents close to 12,000 miles of trails following the federal data specification. 

This also produced the first prototype for collecting trailhead informationτdata like parking, associated 

facilities and pet-friendliness, which all are essential for outdoor enthusiasts.  

Additionally, the number of state services providing electronic access to Geographic Data trended 

upward and as of 2017, agencies report over 47 percent of GIS applications accessed by the public. 

Figure 16 demonstrates the growth in the number of applications using location data. 
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Figure 16 - Location Data Application Trends 

https://data.results.wa.gov/Goal-5-Efficient-Effective-and-Accountable-Governm/G5-3-1-Open-Data-Planning-Compliance/ezdg-2nvs
https://data.results.wa.gov/stat/goals/i9wq-h48w/asnv-zncd/9kr3-q9bq/view
https://data.results.wa.gov/Goal-5-Efficient-Effective-and-Accountable-Governm/Open-Data-Maturity/pynq-kr62
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Over the course of the next two years, we expect substantial GIS data to be hosted in the cloud which 

will allow smaller agencies to use and benefit from GIS technologies. We also expect increases in agency 

participation in Open GIS Data ƛƴƛǘƛŀǘƛǾŜǎ ǘƘŀǘ ǎǳǇǇƻǊǘ ǘƘŜ DƻǾŜǊƴƻǊΩǎ ƛƴƛǘƛŀǘƛǾŜǎ ƛƴ ƎƻǾŜǊƴƳŜƴǘ 

transparency. For more information on public access to statewide GIS data, see Washington State Open 

Data Bridge. 

 

Collecting Statewide Application Inventory 
To gain insight into the number of legacy applications in the state portfolio, an inventory was collected 

in 2014 from executive branch agencies that spend more than $250,000 a year on IT. Agencies classified 

31 percent of the inventory as legacy due to systems having technical risk or not meeting business 

needs.  

Starting in 2016, the application 

inventory collection was expanded to 

include all agencies covered under 

OCIO statute. Figure 17 trends the 

states application portfolio profile. 

Due to the pace of technology 

change, availability of skilled 

workforce and changing business 

needs, it is possible for systems not 

considered legacy this year to 

become legacy next year. 

EXAMPLES OF PUBLIC ACCESS TO DATA

FISCAL.WA.GOV

ωInteractive Reports & Maps

ωStatewideOpen Checkbook

ωHistorical Staffing trends

ωEnacted Bills & LEAP Lists

ωK12 - School District Data

ωBudget Bills & Documents

ωBudget Proposal

ωEnacted Bills & LEAP Lists

ωLegislative Publications

DATA.WA.GOV

ωDepatment of Health - Health 
Care Provider Licensing
ωDepartment of Labor and 
Industries - Principal Tables 
from Agency Prevailing Wage 
System

ωDepartment of Revenue - Tax 
Preferences Visualization

ωOffice of the Attorney General 
Consumer Protection Division 
Showing Prevalence of 
Complaints By Industry 

GEO.WA.GOV

ωAccess to Agency Data & Maps

ωDepartment of Natural 
Resources - Geologic 
Information Portal

ωDepartment of Ecology - GIS 
Data

ωDepartment of Transportation 
Online Map Center
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http://geo.wa.gov/
http://geo.wa.gov/
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OCIO guidance to reduce the risk pool of legacy systems and prevent other systems from becoming 

legacy includes: 

¶ Staying up-to-date on software versions 

¶ Providing agency code developers with tools and training to identify potentially high-risk 

systems  

¶ Improving documentation, capturing system information from departing staff, and 

incrementally rewrite or improve system code when possible 

¶ Increased standardization across the enterprise when appropriate  

¶ Identifying opportunities to migrate from legacy systems to shared or enterprise services 

including use of the centralized IT security services provided by the state cybersecurity office 

¶ Consider migrating to Software-as-a-Service (SaaS) or commercial-off-the-shelf (COTS) 

deployment models 

¶ Consider adoption of Platform-as-a-Service (PaaS) to increase ability to reuse within or among 

agencies 

¶ Developing modernization projects that use an agile approach to deliver incremental value more 

quickly 

¶ When modernization is appropriate, build a sound business case for modernization efforts to 

support funding requests  

¶ Create a fund source for IT modernization and security improvements 

Supporting Value-Added Statewide Application Modernization Efforts 
The state focuses on both the value of applications and how they are built. Delivering value to the 

customer sooner, through incremental releases, is fast becoming the state model for application 

delivery. Agile development practices have been established as an essential requirement to speed time 

to delivery of new applications.  

Over the last biennia, several state agencies actively engaged in application modernization efforts under 

ǘƘŜ ƎǳƛŘŀƴŎŜ ƻŦ ǘƘŜ ǎǘŀǘŜΩǎ 9ƴǘŜǊǇǊƛǎŜ ¢ŜŎƘƴƻƭƻƎȅ {ǘǊŀǘŜƎƛŎ tƭŀƴΦ Following are examples of 13 closed 

projects that demonstrate the states movement to modernize applications. 

AGENCY NAME PROJECT NAME BUDGETED 

Department of Ecology Attendance Tracking Replacement System (eTime) $2,211,213 

Department of Fish and Wildlife Washington Internet Licensing Database System (WILD) $3,800,000 

Employment Security Department Unemployment Tax and Benefit (UTAB) System $43,662,000 

Employment Security Department CallTech (UI Claims Center Tech Upgrade) $3,848,849 

Department of Labor & Industries Crime Victims Case Management (CVCMS) $1,652,254 

Department of Labor & Industries Mobile Inspections $3,548,000 

Department of Labor & Industries My L&I $3,920,560 

Department of Labor & Industries Prevailing Wage Program $1,130,000 

Department of Labor & Industries Self-Insurance Risk Analysis System (SIRAS) $2,472,000 

Department of Licensing American Association of Motor Vehicle Administrators 
(AAMVA) modernization 

$800,000 

Public Disclosure Commission Customer Service Case Management System $99,950 
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Enabling Continuity after a Disaster  
²ŀǎƘƛƴƎǘƻƴΩǎ /ƻƳǇǊŜƘŜƴǎƛǾŜ 9ƳŜǊƎŜƴŎȅ aŀƴŀƎŜƳŜƴǘ tƭŀƴ ό/9atύ ǊŜǉǳƛǊŜŘ ōȅ ǎǘŀǘŜ ƭŀǿ ƛǎ based on 

the hazards that are present in the state and was updated in May 2016. There is a published schedule of 

required updates to various sections of the CEMP. Each agency is required by state law to complete a 

continuity of operations plan and exercise the plan annually. 

State level mission critical functions are detailed in the CEMP Emergency Support Functions (ESFs) with 

appropriate assignments to state agencies. The Governor established a standing committee comprised 

of representatives of all agencies to cataloging essential functions and interdependencies amongst 

agencies. 

Washington State is working with the First Responder Network Authority (FirstNet) to develop a state 

plan for the deployment of the Nationwide Public Safety Broadband Network (NPSBN). Development of 

ǘƘŜ ǎǘŀǘŜ Ǉƭŀƴ ƛƴŎƭǳŘŜǎ ƻǳǘǊŜŀŎƘ ŀƴŘ ŜƴƎŀƎŜƳŜƴǘ ǘƻ ǘƘŜ ǎǘŀǘŜΩǎ ǇǳōƭƛŎ ǎŀŦŜǘȅ ŎƻƳƳǳƴƛǘȅΦ !ŎǘƛǾƛǘƛŜǎ ƛƴ 

2015 included the collection of data related to public safety communications, mapping of existing 

statewide broadband coverage, followed by delivery of the State Plan for Washington in June 2017.  

Washington OneNet, the program office working on the FirstNet initiative, worked with state, local and 

tribal responder agencies and radio system operators to develop the Statewide Communications 

Interoperability Plan (SCIP). The plan was adopted by the State Interoperability Executive Committee 

(SIEC) as the official plan for the state. 

The state Emergency Management Division conducts regular monthly training for functional activities, 

information technology divisions within agencies ensure critical systems back up per DƻǾŜǊƴƻǊΩǎ 

Directive 16-01, and all agencies are now required by law to conduct continuity exercises at least 

annually to ensure recovery of essential services is possible. The state Emergency Management Division 

operates an Alert and Warning center that operates 24/7/365. 

Washington State will continue to be a leader in the First Responder communications realm with our 
pursuit of a state plan for deployment of the 
Nationwide Public Safety Broadband Network 
(FirstNet). This will provide emergency 
responders with the ability to quickly alert 
responders to an emergency and deploy 
necessary resources. The network will allow for 
data interoperability and voice communications 
between all levels of the incident command 
structure, providing unprecedented 
interoperability across jurisdictions and 
disciplines. The state Emergency Management 
Division coordinates an enhanced 911 system 
capable of providing emergency location 
information to first responders through the 

Department of Social and Health 
Services 

Critical Incident Tracking System (CITS) $15,067,016 

Washington State Patrol A Central Computerized Enforcement Service System 
(ACCESS) Replacement Project 

$2,390,296 

 
TOTAL BUDGETED AMOUNT $84,602,138 

  

ά²ŀǎƘƛƴƎǘƻƴ hƴŜbŜǘΩǎ award winning films are 

powerful outreach tools to educate first 

responders and the public about the potential 

benefits of a data-enabled world where first 

responders have priority access to wireless 

networks and applications, like those that will be 

offeǊŜŘ ōȅ CƛǊǎǘbŜǘΦέ   

TJ Kennedy, FirstNet, President 

http://www.governor.wa.gov/sites/default/files/directive/Dir_16-01.pdf
http://www.governor.wa.gov/sites/default/files/directive/Dir_16-01.pdf















